DATA PRIVACY DAY

Multi-Agency Tabletop Exercise




AGENDA

» 1:00-1:30 -- Welcome and Introductions
» 1:30-3:15 -- Exercise

» 3:15-3:30 -- Break

» 3:30-3:45 -- Incident Wrap-up

» 3:45-4:00 -- Debrief for Facilitators and Observers




OBJECTIVES

» Conduct an incident response exercise designed to educate
personnel on the incident response process using the
established checklist.

» Evaluate the knowledge level of incident response policy,
procedures, processes, checklists, roles and responsibilities.

» Improve communication between the Department Privacy
Officer and Cyber Security Office/GEIST.

» Educate on the importance of consistently applying harm
analysis.

» Evaluate the effectiveness of the established tools (Incident
Response Workplan/Risk of Harm) and exercise training
value.







Average Cost per Data Breach Rises Again

Figure 1. The average per capita cost of data breach over 11 years
Bracketed number defines the benchmark sample size
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Average Organizational Cost Rises Also

Figure 2. The average total organizational cost of data breach over 11 years
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Per Capita Cost by Industry

Figure 4. Per capita cost by industry classification of benchmarked companies
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Malicious or Criminal Attacks Still Greatest
Cause, Take Longest to Detect and Cost the
Most

Figure 5. Distribution of the benchmark sample by root cause of the data breach
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Data Governance Proven To Reduce Cost of
Data Breach

Figure 7. Impact of 16 factors on the per capita cost of data breach
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Governance, Risk and Compliance

Mzanage and control enterprises and
divisions via targets, responsibilities
and control mechanisms
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The Exercise
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Wrap Up

Number of Records Cost per Record Cost of Breach




Thank You




