
DATA PRIVACY DAY
Multi-Agency Tabletop Exercise



AGENDA

 1:00-1:30 -- Welcome and Introductions

 1:30-3:15 -- Exercise

 3:15-3:30 -- Break

 3:30-3:45 -- Incident Wrap-up

 3:45-4:00 -- Debrief for Facilitators and Observers



OBJECTIVES

 Conduct an incident response exercise designed to educate 
personnel on the incident response process using the 
established checklist.

 Evaluate the knowledge level of incident response policy, 
procedures, processes, checklists, roles and responsibilities.

 Improve communication between the Department Privacy 
Officer and Cyber Security Office/GEIST.

 Educate on the importance of consistently applying harm 
analysis.

 Evaluate the effectiveness of the established tools (Incident 
Response Workplan/Risk of Harm) and exercise training 
value.



Governance and Risk . . . 

We have a dog in this hunt!



Average Cost per Data Breach Rises Again

Ponemon Institute, June 2016



Average Organizational Cost Rises Also

Ponemon Institute, June 2016



Per Capita Cost by Industry

Ponemon Institute, June 2016



Malicious or Criminal Attacks Still Greatest 

Cause, Take Longest to Detect and Cost the 

Most

Ponemon Institute, June 2016



Data Governance Proven To Reduce Cost of 

Data Breach

Ponemon Institute, June 2016



Governance, Risk and Compliance

Microsoft January 2010



The Exercise



10:00:36 AM



BREAK



Wrap Up

Number of Records Cost per Record Cost of Breach



Thank You


